NudopmanuoHHass maMATKa AJA LUKO/IbHUKOB

C kaxaplM TOAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTUBHBIX MoOJib3oBaTened Pynera. Mexnay tew,
MOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET W MPOOJICMEI.
OTa maMsaTKa J0JDKHA IOMOYb TeOe 0€30I1acHO HaXOIUThCS B CETH.

KomnbrorepHsie BUPYChI

KomnbioTepHblit BUPYC — 3TO pPa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTPAMM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCSL CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nmomonHeHue K 3TOMy, BUPYCHl MOTYT MOBPEAUTH WJIH MOJHOCTHIO YHUUYTOKUTH
Bce (haiiyibl U JaHHbBIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro Oblia
3alylieHa 3apaXKeHHasl MporpaMma, a TakXKe MOBPEAUTh WIM JaXe YHUYTOXUTb
OIEpaIOHHYIO CUCTEMY CO BceMH (aiimamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
pacmpoCTPaHSIIOTCSI BUPYCHI Uepe3 MHTEPHET.

Memoowl 3awumul om 6pe0OHOCHBIX NPOSPAMM.

. Hcnons3yihi COBpPEMEHHBIE OIEPALUOHHBIE CHCTEMBI, HWMEIOIIUE
CEPbE3HBIA YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX IIPOrPaMM;

2. llocrossHHO YycTaHaBiauBail nautu (UKM(pOBBIE 3aIUIATKH, KOTOpPbHIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbI0 JAOPAa0OTKH MPOTpamMMbl) U JIpyrue
OOHOBJICHUSI CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opummanbHoro  caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaboTtaii Ha cBoeM KOMIIBIOTEpE IO/ TpaBaMH IOJH30BATENs, a HE
aJMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJNIMPOBATHCSA HA TBOEM NEPCOHATLHOM KOMIIBIOTEPE;

4. Wcnomb3yld aHTHBUPYCHBIC TIPOTPAMMHBIC IPOIYKTHI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub PU3NIECKUN JOCTYT K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT;

6. Ucnionp3yil BHENTHUE HOCUTENW WH(MOpPMAIUH, Takue Kak ¢IielnKa, TUCK
uin (aitn U3 MHTEPHETAa, TOJIBKO U3 TIPOBEPEHHBIX NCTOYHUKOB,;
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7. He oTkpbiBail KOMIIbIOTEpHBIEC (Daiijibl, MOJyUYEHHBIE U3 HEHAIEKHBIX
HUCTOYHUKOB. Jlaxke Te (ailyipl, KOTOpbIEe MPHCTAT TBOM 3HAKOMBIN. Jlydle yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi — 310 He BuJ mepenayd AAHHBIX, HE TEXHOJOTHUS, & BCETO JIHUIIb
Openn, mapka. Eme B 1991 rony HuzaepnaHjckash KOMIAHUS 3aperucTpupoBalia
openn « WECA», uto o6o3nauano cioBocouetanune «Wireless Fidelity», koTopsrii
NEPEBOJIUTCS KaK «OecTpOBOIHAS TOYHOCTHY.

Jlo Hamiero BpeMeHM JoluIa Apyras abOpeBuarypa, KOTOpas SIBISETCS
TaKoM ke TexHoyorueil. Ito adbopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO AaHO
C HaMEKOM Ha CTaHJapT Bhiciied 3BykoBoW TexHuku Hi-Fi, yto B mepeBoje
03HA4YaeT «BBICOKASI TOUHOCTH.

Ja, GecriaTHBIA MHTEPHET-OCTYI B Kade, OTEINSAX U adponopTax SBISICTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KCmepThl CUHUTAIOT,
yto obmenoctrynubie Wi-Fi cetu He ABisSITOTCS 6€30TIaCHBIMH.

Cosemul no bezonacnocmu pabomul 8 0owedocmynnvix cemsax Wi-fi:

1. He nmepenaBaii cBoro nuuHyro uHGOpMAIIUIo yepe3 oomenocTymnubie Wi-
Fi cern. Pabotast B HUX, jKeNIaTeIIbHO HE BBOIWTH MApOJIA JIOCTYIA, JIOTHHBI U
KaKHe-TO HoMepa;

2. WUcnonb3yii 1 OOHOBIIAN aHTUBUPYCHBIEC MPOTpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYKH BHUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi otkmoun ¢ynkuuio «OOmmit I10CTyn K
daiinam u mpuHTepam». JlanHas (QYHKIUS 3aKphITa MO YMOJYAHHUIO, OIHAKO
HEKOTOPbIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBa UCIIOJIb30BaHUs B paboTe
WM y4eoe;

4. He wucnone3yéi nyomuunbsiii WI-FI ans mepenmaum JTUYHBIX JaHHBIX,
HanpuMmep JUIsl BBIXOJA B COLIMAJIbHBIE CETU WJIM B JJIEKTPOHHYIO TOYTY;

5. Wcnonb3yit Tonbko 3amuiieHHoe coenunenue yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBOAU UMECHHO «https://»;



6. B MmobunsHoM Tenedone otkmoun ¢yHkiuio «llogkmrouenne k Wi-Fi
aBTOMaTHuyecku». He pomyckail aBTOMaTHYECKOTO MOJKIIOYEHHUS YCTpOMCTBa K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CommaJjibHbIe ceTH

CounalibHble CETHM AaKTUBHO BXOJST B Hallly >XU3Hb, MHOTHE JIIOIU
paboTaloT M JKMBYT TaM TocTosiHHO, a B Facebook yxke 3apeructpupoBan
MHWJUIAAPJ] YEJIOBEK, 4YTO SIBJISECTCS OJHOW CEIbMOM BCEX KUTEIEW IUIAHETHI.
MHorue moJyib30BaTeiid HE MOHHUMAIOT, 4YTO WH(OpMaInus, pa3MelleHHAas UMHU B
COITMAJIBHBIX CETSAX, MOXKET OBITh HaljJeHAa U MCIOJIb30BaHA K€M YI'OJHO, B TOM
qucie He 00s13aTeNIbHO ¢ OJ1ariMu HaMEepPEeHUSIMU.

Ocnosnvle cosemvl no 6e30nacHocmu 8 COUUAIbHbBLX cemix.

1. Orpannup CHUCOK Jpy3ei. Y TeOsS B JIpy3bsiX HE JOJDKHO OBITh
CITy4allHBIX ¥ HE3HAKOMBIX JIFOJICH;

2. 3amuuiail cBOKO 4YacTHYIO >kM3Hb. He ykaspiBail maponu, TenedoHsl,
anpeca, JaTy TBOErO POXICHUS U JPYIyl0 JIMYHYIO  HH(POpMAIHUIO.
370YMBIIIJIEHHUKH MOTYT MCIOJIb30BATh Jake NH(OPMALIKIO O TOM, KaK Thl U TBOU
POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammimaii CBOIO pemyTaruio — JACPKH €€ B YUCTOTE W 3ajaBail cede
BOIIPOC: XOTEJN OBl ThI, YTOOBI IPYrye MOJb30BaTEIN BUACIH, YTO THI 3arpyKaelib?
[Toxymaii, mpeskie 4eM 4TO-TO OIyOJIMKOBaTh, HAIIMCATh M 3aTrPY3UTh;

4. Ecnu Tel TOBOpULIb C JIFOABMH, KOTOPBIX HE 3HAECIb, HE UCIOJIb3YH CBOE
peasibHOEe UMs U APYTYIO JUYHYI0 WH(OpPMALMU: UMSI, MECTO KUTEIbCTBA, MECTO
y4eObl U Mpoyee;

5. N306erait pasmemienus pororpaduii B UnTepHETE, I/1€ ThI U300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOIOKECHHE;

6. Ilpu peructpamuu B COIMAIBHOM CETH HEOOXOIUMO WCIIOIH30BAThH
CJIOHBIEC TIAPOJIH, COCTOSIUE U3 OYKB U MU(P U C KOJUISCTBOM 3HAKOB HE MECHEE

8,

7. Jns couuManmbHOM CETH, TMOYTHl W JPYTHMX CaWTOB HEOOXOAMMO
WCIIOJIB30BaTh pa3Hble Mapoiu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKA
MOJy4aT AOCTYH TOJILKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



JJIEeKTPOHHbIE 1eHbI'U

DJEeKTpPOHHBIE JAEHBIM — 3TO OYEHb YAOOHBIA CHOCOO IUTaTexeil, 0JHaAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JE€HbIU.

BHGKTPOHHBIG JACHBI'N ITOABHINCH COBCEM HECIABHO M MMCHHO HM3-3a 3TOIO
BO MHOTHX rocyaapCrBax 10 CHUX IIOP HE IMPOIMMCAaHO IIPO HUX B 3aKOHAX.

B Poccun xe oHu pyHKIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, TJIe
UX PAa3IeAloT Ha HECKOJIBKO BHUJOB — AHOHUMHBIE M HE aHOHMMHbIE. Pa3Huna B
TOM, YTO @aHOHUMHBIE — 3TO T€, B KOTOPBIX PA3PEIIACTCS NPOBOAMUTH OINEPALAU
0e3 wuIeHTU(UKAIUU T0Jb30BaTENs, @& B HEAHOHUMHBIX HWACHTH(PUKALIHSI
NI0JIb30BATEIS SIBJIAETCS 003aTENBHOMN.

Takke cnegyer pas3idyaTh BJIEKTPOHHbIE (UATHBIE JI€HBIM (paBHBI
rOCy/lapCTBEHHBIM BajJlOTaM) M 3JEKTPOHHbIE He(UaTHbIE NEHBIM (HE pPaBHbI
rOCy/1IapCTBEHHBIM BAJIIOTaM).

OcnosHule cosemul no 6e30nacHoll pa60me C 9JIEKMPOHHbIMU Oenveamu.:

1. IlpuBsixu K cyeTy MOOWIBHBIA TenepoH. DTO camblii yAOOHBIA U
OBICTPBI CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. lIpuBssanubiii TenedoH
MOMO>KET, €Cu 3a0ynelllb CBOW IUIATEXHBIM Mapoiib WIM 3aijelllb Ha CalT C
HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnons3yii omHopa3oBbie maponu. Ilocie mepexona Ha YCUIEHHYIO
aBTOpu3aIuio Tebe yke He OyneT yrpokaTh OMACHOCTh KpPakKH WJIM TepexBaTa
MJIATEKHOTO MaAPOJIS;

3. Beibepu cnoxssiii maponb. [IpectynmHukam Oyner HE MPOCTO yrajaath
CIIOXKHBIM Mmaposib. HanexxHble mapoiau — 3TO MapoJikd, KOTOPHIE COAEpk aT He
MeHee 8 3HAKOB M BKIIIOUAIOT B ce0sl CTPOYHBIC M MPOMHUCHBIC OYKBBI, ITUGPHI U
HECKOJIbKO CMBOJIOB, TAKME KaK 3HAK JI0JUIapa, (pyHTa, BOCKIMIIATENILHBIN 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIECIIb.
DJIeKTPOHHAs MOYTA

DNEeKTpOHHAS MOYTa — 3TO TEXHOJIOTUS U MIPEAOCTABISIEMBIE €10 YCIYTH 10
MEPECHUTKE U MOTYUYEHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE paCIpeIeNIIOTCs B
KOMIIbIOTEpHOH ceTh. OOBIYHO AJICKTPOHHBIM TOYTOBBIA SIIUK  BBITJISIAT



CIIEYIOIKM 00pa3oM: UMsI_TOJIb30BaTENI(@UMs_JoMeHa. Takke KpoMe repeiadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepe/iaBaTh (pailibl.

OcHosHble cosemul no 6e30nacHol pabome € 21eKMPOHHOU NOYMOLL.

1. Hamo BbIOpaTh NpaBHIIbHBIA IOYTOBBIA cepBUC. B HHTEpHETE ecThb
OTPOMHBII BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIIle TOBEPSTH TEM,
KOI'O 3HaeIllb U KTO IIEPBBII B PEUTHHIE;

2. He yka3piBaii B InyHOU mouTe TUYHYI0 nHpopmanuio. Harpumep, mydiie
BbIOpaTh «My3bIKaNbHBIN _(panat@» mm «pokx2013» BmecTo «temal3»;

3. Hcnonb3yil ABYX3TalHYK aBTOpPU3AlMIO. JTO KOrJa MOMHUMO MapoJs
HY>KHO BBOJUTB KOJI, ITIPUChUIAEMBIN 10 SMS;

4. BpiOepu CIOXHBIA TapoJib. J[Jisi KakKJA0ro MOYTOBOTO SIIIMKA JOJDKEH
OBITh CBOM HAJECKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecam ecTh BO3MOXKHOCTH HAmMCaThb CaMOMYy CBOM JIMYHBIA BOIPOC,
WCIOJIb3YH 3Ty BO3MOXHOCTb;

6. Hcnonp3yld HECKOJIBKO ITOYTOBBIX SIIUMKOB. [lepBbIi WId YacTHOM
NEPENUCKU C aJpecaTaMu, KOTOPbIM Thl JOBEPSACIIb. DTO JIEKTPOHHBIA aJpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPALIMHU Ha OopyMax U caiTax;

7. He oTkpbiBaii ¢ailiibl U Ipyrue BIOKEHUS B MUCbMax, Jake €Clu OHU
NPUILIM OT TBOMX Apy3el. Jlydille yTOuHHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(aiinbl;

8. Tlocne oxoH4yaHusi paOOThI HAa MOYTOBOM CEPBHUCE MEPEN 3aKPHITUEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXkKaTh Ha «BBIATIY.

Ku0epOy/uIMHI WJIM BUPTYaJibHOE U3/1€BaTe/IbCTBO

KubepOymmHr —  mpecieoBaHue  COOOIICHUSIMHU,  COJIEpPKAUTUMHU
OCKOpOIIeHMS, arpeccuro, 3aIyTUBAHUE; XYJHUTaHCTBO; COIMAJTBHOE
OOWKOTHPOBAHUE C TIOMOIIBLIO PA3IMIHBIX HHTEPHET-CEPBHUCOB.

OcHognble cosembl no 6opvoe ¢ KubepOYIIUHSOM.

1. He Gpocaiics B 6oii. JIyumuii crioco0: mocoBeToBaThCSA Kak ce0si BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHAYalle yYCIIOKOUTHCS. ECiu ThI
HayHEIIb OTBEYAaTh OCKOPOJEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO eIlle OoJibliie
Pa3oACKeIIb KOH(PIIHKT;



2. YopaBinsai cBoeit kubeppernyTaiuei;

3. AHOHMMHOCTH B ceTu MHHMas. CyIlecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOMT 32 aHOHHMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJNIHMTaHCKUN 00pa3 BUPTyalbHOW Xu3HU. VHTEpHET
¢ukcupyeT Bce TBOM JEWUCTBUSA M COXpaHAET HMX. YAAIUTh UX OyJeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobnromait CBOIO BUPTYAJTbHYIO YECTh CMOJIOAY;

6. Urnopupyii eaumHuuHblii HeratuB. OJHOPA30BbIE OCKOPOUTEILHBIC
CoOOmeHNsT JIy4ine WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HavaJIbHOM CTaJuu;

7. banb arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMU COOOIICHUSIMH, B
COITMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKMPOBKM OTIPABKUA COOOUIEHUNH C
omnpejieieHHbIX ajipecoB; 8. Ecnu ThI cBuaeTens kubepOyuinHra. TBou nelcTBus:
BBICTYIIUTh TPOTHB IMpECIENOBaTENsA, MOKa3aTb €My, YTO €ro JeWCTBUS
OLICHUBAIOTCA HETATUBHO, MOJJIEPKATh JKEPTBY, KOTOPOI HY>KHA IICUXOJIOTUYECKAS
MOMOIIIb, COOOIIUTH B3POCIBIM O (PaKTe arpeCCUBHOTO IMOBEJICHUS B CETH.

MooOuinbHbIi TesaedoH

CoBpemenHble cMmapThOHBI W IUIAHIIETHI COACp)XaT B ceOe BIIOJHE
B3POCIIbIN (PYHKIIMOHAN, U TEIEPh OHU MOT'YT KOHKYPHPOBATh CO CTAIlMOHAPHBIMU
KoMmmbioTepamMu. OJTHAKO, CPEJCTB 3aIMUTHI ISl MMOJOOHBIX YCTPOUCTB IMOKA OYEHb
Mao. TecTMpoBaHME W TMOMUCK YSI3BUMOCTEM B HHUX MPOUCXOIUT HE TakK
WHTEHCUBHO, Kak 1is [1K, To ke camoe kacaeTcsi U MOOUIIbHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yXe€ MPAKTHYECKH JIOTHAIH
HACTOJIbHBIE AaHAJOTH, OJHAKO paclIMpeHue (yHKIIMOHAIa BIIEYET 3a COOOM
OOJIBIIYIO CJI0)KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAUTEIM BBIMYCKAIOT OOHOBJICHHUS, 3aKpbIBAIOIINE
KPUTHYECKHE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHoenble cogemul 0J151 Oe30naAcHOCU MOOUTLHO20 meﬂe(ﬁOHCl.'

Huuero He sBisieTcst mo-HacTosimeMy OecruiaTHeIM. bynib ocToposkeH, Beb
Korjia Tebe mpeayiararoT OeCIjIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUTATHBIE YCITYTH;



Hymaii, mpexxae dem otrnpaBuTh SMS, hoTto unu Buaeo. Thl TOUHO 3HAEIID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIATH OMEPALMOHHYIO CHCTEMY TBOET0 cMapT(dhoHa;
Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbI 111 MOOUIIBHBIX TeNe(OHOB;

He 3arpyxail npuioxeHus OT HEU3BECTHOTO MCTOYHHMKA, BEAb OHU MOTYT
COJZIEp>KaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUCHHUE;

[Tocne TOro Kak Thl BBIMJIEIIb C CAWTa, I/I€ BBOAWI JUYHYIO HH(POpPMALKIO,
3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;

[leproawyaecku MpoBepsii, KaKMe TUIATHBIC YCIIYTH aKTHBUPOBAHBI HA TBOEM
HOMEPE;

JlaBaii cBoil HOMEp MOOWJILHOTO TeledoHa TONBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIb;

Bluetooth nomxkeH OBITH BBIKJIFOYEH, KOTJIa Thl UM HE TOJb3yelibes. He
3a0bIBail HOT 1A IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJAWH-UTPbl — 3TO Kpaco4yHble, 3aXBaThIBAIOIIUE
pasBiieueHus, OOBEAUHSIONINE COTHHU THICSY YEJOBEK MO Bcemy mupy. Mrpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3ajaHUs,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OIBIT. 3a YyJOBOJIBCTBUE OHM IUIATST:
MOKYTAIOT AUCK, OMJIAYMBAIOT AOOHEMEHT UJIU MPUOOPETAIOT KaKHUe-TO OTIUH.

Bce atu cpeacTBa uayT Ha MOJAJEPKAHUE M Pa3BUTUE UIPHI, a TAKXKE Ha
camy O€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI ABTOPHU3ALIMM, BBITYCKAIOTCS
HOBbIe TaT4¥ (LM(POBBIE 3aIIATKU JJISl MPOTpaMM), 3aKPbIBAIOTCS YS3BUMOCTH
CEPBEPOB.

B momoOHBIX Wrpax CTOMT omacarbCcsi HE CTOJBKO CBOUX COINEPHUKOB,
CKOJIKO KpaXXH TBOETO MapoJjs, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU
OOJBIIMHCTBA UTP.

OcHogsHble cogemvl no 6e30nACHOCMU MB0E20 ucpoeoco akkayuma.

1. Ecniu npyroit Urpok BeneT ce0s MI0X0 WK CO3/AaeT TeOe HEMPUATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB,



2. Tloxamyiics agMUHUCTpATOpaM HIPhl Ha IUIOXO€ IIOBEJEHUE 3TOrO
UTPOKA, KENATEIBHO PUIIOKUTh KaKHE-TO J0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii muunyto nHGOpMaIuio B mpodaiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIManbHbIC TATIYH U MOJIBI;

6. Mcnionp3yil ClI0KHBIE U pa3Hble ApOJIy;

7. I[axe BO BpPCMA HUI'PBI HC CTOUT OTKIIIOYAaTb AHTHBHUPYC. Iloka TBI
HUIrpaciib, TBOM KOMIIBIOTEP MOTYT 3aPa3UTh.

OUINUHT WIH Kpaika JIMYHbIX JAHHbIX

OOBIYHOI KpaXkel JIeHET U JOKYMEHTOB CErOJHS YK€ HHUKOTO HE yJIUBHIIb,
HO C pAa3sBUTHUEM HHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA IIEPEMECTUINCH B
UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «ITFOOMMBIMY JIETIOM.

Tak mosiBUJIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUIIMHT,
rJIaBHas 1€Jb KOTOPOTO COCTOMT B TMOJYYEHUH KOH(PHUACHIMAIBHBIX JaHHBIX
M0JIb30BaTENIeW — JIOTMHOB U maposeil. Ha anrmuiickoM si3bike phishing yurtaercs
kak ¢umuHr (0T fishing — peIOHas 0B, password — Haposb).

OcHognble cosembl no bopvoe ¢ uuuHeoM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu TBI mojio3peBaelib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJAMMO  3a0JOKHpOBAaTh €€ W COOOIIUTH
aJMUHHACTpATOpaM pecypca 00 TOM KaK MOXHO CKOpee;

2. Vcnonp3yit 6e3o1acHbie BEO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB H
ITOMCKOBEIX CHCTEM;

3. Wcnonb3yil CIOXKHBIE M pa3Hble Mapoiu. Takum oOpa3om, eciau Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJY4aT JOCTYI TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnum T1ebs B3noManu, TO HEOOXOIUMO MPEAYNpPETUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE TI00aBICHBI y T€OS B IPY3bsIX, O TOM, UYTO T€OS B3JIOMAJU U,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBHIE
CaWTHI;

5. YcranoBu Haaexubii napois (PIN) Ha MOOWIBHBIN TENE(OH;

6. OTKIIIOYM COXpaHEHHUe MapoJisi B Opaysepe;



7. He otkpbiBail Qailsibl U Ipyrue BIOKEHUS B MHUCHbMax, JaKe €CIU OHU
OPUILUIM OT TBOMX Jpy3ell. Jlyulne yTouHM y HUX, OTIPaBISUIM JU OHU TeOE ITH
(haitbl.

u¢pposas penyrauus

[Mudposas penyranusi — 3TO HETaTUBHAS WM MMO3UTHBHAS WH(POpPMAIIHS B
cetu o Tebe. Kommpomerupyromas uHbopMaius, pa3MellleHHas B HHTEpHETE,
MOET CEPhE3HBIM 00pa30M OTPA3UTHCS Ha TBOEH peasbHOU xku3HU. «lludposas
pernyTarus» — 3TO TBOH UMUK, KOTOPBIA hopmupyercs u3 undopmaiuu o tede
B UHTEpHETE.

TBoe MecTO KHUTCJIBCTBA, y‘l€6BI, TBOC (bHHaHCOBOe ITIOJIOKCHHUC,
O0COOCHHOCTH XapaKTepa U paCCKa3bl O OJM3KUX — BCE ATO HAKAIJIMBACTCS B CETH.

MHorue noJIpoCTKU JIETKOMBICIEHHO OTHOCSTCS K IyOJIMKALMKA JIMYHON
uHpopMaluu B MHTepHETE, HE MOHMMAsi BO3MOXKHBIX IocieAcTBUil. Thl naxke He
CMOJKeIIb JOorafaTbcst O TOM, 4TO ororpadusi, pa3MelleHHas 5 JeT Hazaj, cTajia
NPUYUHON OTKAa3a MPUHATH T€0S Ha paldoTy.

KommenTapuu, pazmenienue TBoux ¢ororpaduil u Ipyrue AeicTBUsS MOTYT
HE HCYE3HYTh JaKe TOCIEe TOr0, KaK Thl WX YyAalmullb. Thl HE 3Haelb, KTO
COXpaHWJ OTy uH(OpMalIMIO, ToNajga JHU OHAa B TIOMCKOBBIE CHCTEMBI H
COXpaHWIach JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOE OKPY’KaIOIIME JIOJIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MH(OpMaALMIO MHOTO JIET CITYCTS CMOYKET
00011 — Kak W3 JOOPBIX MOOYKIEHUU, TaK U C HAMEPEHUEM MPUUYUHUTH BPE/I.
DTO MOXKET OBITh KTO YTOJTHO.

OcHosHble cogembl no 3awume yu@posou penymayuu.:

1. Ilomymaii, mpexkae yeM 4uTo-TOo MyOJMKOBaTh U NepenaBarb y ceOs B
0J10TE WX B COLIMAJILHOM CETH;

2. B Hactpoiikax npoduiis yCTaHOBM OrpaHUYEHUsI Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COACPAKUMOTr0, cliesiaidl ero TOJIBKO «IJIsl APY3eiln;

3. He pa3meniail u He yka3biBail MH(OpMAIMIO, KOTOPAst MOKET KOT0-JIH00
OCKOPOJISTH WJIH OOMXKATh.

ABTOpCKOE NPaBo

COBpeMeHHBIe IMIKOJBbHUKN — AaKTHBHBIC II0JB30BaTC/IN I_II/I(l)pOBOI‘O
IMPOCTpPAaHCTBA. OJIHaKO JAJICEKO HE BCEC 3HAKOT, 4YTO IIO0JIb30BaAHUEC MHOTHMH



BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmiofeHuss MmpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEIJIEKTYyallbHasi COOCTBEHHOCTBY» OTHOCUTCS K Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HayMHAas C HOBBIX H300pETEHU U 3HAKOB,
0003HayaroMKX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKQJIBHBIMU MTPOU3BECHUSMHU.

ABTOpCKHE NpaBa — 3TO MPaBa Ha UHTEJUICKTYaJIbHYI0O COOCTBEHHOCTh Ha
MPOU3BEJCHUSI HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE NIpaBa BHICTYIAIOT B
KauecTBE TapaHTUH TOTO, YTO HMHTEIICKTYaJbHBIM/TBOPUECKUNA TPy aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeUIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelieHusi aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IIPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJHATH, MMOKA3bIBATH/UCIIONHATL B dUpe UIu
pa3memath B IHTEpHETE.

Hcnonp3oBaHue «IIUPATCKOI0»  IIPOIrpaMMHOI0 oOecCIIeYeHUsT MOXKET
IIPpUBCCTH K MHOI'MM pPHCKaM: OT IIOTCPHM MJdaHHBIX K TBOMM A4aKKAayHTaM OO0
6HOKI/IpOBKH TBOCTO YCTpOﬁCTBa, rac yCTaHOBJICHA HCJICTAJIbHAA IIporpamMma. He
CTOUT TaKXKCEC 3a6BIBaTB, 4TO CYIICCTBYIOT JICTAJIbHBIC U OecriaTHbIe IMporpaMmal,
KOTOPBIC MOKHO HaAWTU B CETHU





